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‘ Blind Signatures I

An authority helps a user to get a valid signature

the message and the signature
must remain unknown for the authority

—> (revokable) anonymity

— electronic cash schemes
— electronic voting
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‘ Security Properties I

(¢,¢ + 1)-forgery: after ¢ interactions with the authority
the attacker can forge ¢ 4+ 1 message—signature valid pairs.

Attacks

Sequential attack: the attacker interacts sequentially
with the signer.

e Parallel attack: the attacker can initiate
several interactions at the same time with the signer,

in any order he wants.
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Previous Results I

e Complexity-Based Security: at last Crypto,
[JLO-97] proved the existence of secure schemes
using secure signature schemes

and multi-party computation

—> totally inefficient, and even impractical.
¢ Random Oracle Model: [PS-96] proposed first proofs

for witness-indistinguishable-based schemes
(WI is needed for simulation of the signer).
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‘ Okamoto—Schnorr Blind Scheme I

Authority — X | Alice

public : p,q,9,h,y
secret : y=¢g "h™ % mod p
t,u € (Z/q2Z)"

a = ¢g'h* mod p a
B,v,6 € Z/qZ
a = ag’h7y® mod p
e = H(m, )
c e=¢e¢—9 mod q
R=t+4+er modgq R.S

S =u-+es mod q

glthSye Z a mod p

p= R+ 3 mod q

c=S54~v mod gq
(m,a,e,p,0) s.t. a= gPh%y® mod p with e = H(m, ).
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‘ Security Result [PS-96] I

If Ais a PPTM which can perform an (¢,¢+ 1)-forgery,
under a parallel attack,

e after Q queries to the random oracle,
e with probability ¢ > 4Qft1/q.

The Discrete Logarithm Problem can be solved

e after 2 callsto A
e Wwith probability greater than

1 o € 3
4¢ 120Q¢t1 )

Remark: there are less than Q¢! possibilities to choose
¢4 1 hash values among Q.
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‘ Extension \I

(Extension of the non-uniform reduction of [P-96])

If Ais a PPTM which can perform an (¢,¢+ 1)-forgery,
under a parallel attack,

e after Q queries to the random oracle,
e after R initiated interactions,

(but only ¢ ended ones),
e with probability ¢ > 4Q‘T1R!/q.

The Discrete Logarithm Problem can be solved

e after 33Q¢/c calls to A

e with probability greater than -2

7202°

Remark: there are less than Q¢+ x R! possibilities to choose
¢4+ 1 hash values among @
and ¢ ended interactions among R initiated ones.

David Pointcheval




Strengthened Security for Blind Signatures

‘ Asymptotically I

k is the security parameter.

If | =k and ¢ < k/log k,
for any polynomial P,@Q and A,

4Q£+1R£/q < 1/A, for k large enough.

—> [/ poly-logarithmically bounded.
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‘ Generic Transformation I

It is a kind of “cut-and-choose:

e Wwe duplicate everything except the final answer;
e Wwe ask the user to commit its “blinding” factors;

e after the 2 queries:
the authority randomly chooses one, I € {0,1}
and checks its well-construction
then answers the other query, e1_7.
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Authority Alice

public: p, q, g, h, y
secret: y =g "h™° mod p
for i = 20,1,
Bis i, 0i € ZZ/qZZ
(bi’wi random,
pi = H(m, ¢;)
o, I hi = HB,, i 61, iy )

for i = 0,1,
ti,u; € Z/qZ
a = tzhw/?nod 40, 41 .
i =g p for:=20,1,
. = . ﬁzh%‘ 57 d
(87} a;g Y™ mod p
.4 e; = H(pi, ;) — 6 mod ¢
Ie{0,1} !

Br, V1,901, i1, Y1

Verification of h;y and e;
R=ti_;4+ei_r-r modg R.S ,
S=wui_r+ei_;-s mod q ’ ai_g — thSyel” mod p
p =R+ 311 mod g
o=2S54v1-1 mod ¢
Then a = g°h’y® mod p, u = H(m,¢) and e = H(u, )
where o« = a1_7 and (/5 = (/51_[
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‘ Claim I

e Synchronized Parallel Attack: the attacker can initiate
several interactions at the same time with the signer,
but for each round, indexes follow the same order.

seq. attack < synchr. parallel attack < parallel attack

e Security: If there exist polynomials ¢, Q and P,
and a PPTM A which can perform
an (4,¢+ 1)-forgery,
under a synchronized parallel attack,
e after Q queries to the random oracle,
e with probability e > 1/P.

The Discrete Logarithm Problem can be solved
e after O(logk)Q/e calls to A
e with probability greater than Q(1/(logk)?).
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‘ Reduction I

Attacker
]

poly+41

A EEE» oot
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New scheme

Signer signer

A attacker
OS scheme > signer
Attacker attacker

S Simulator

f random oracle

H S-controled
random oracle
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A sends hg and hq;

e S randomly chooses i € {0, 1}:

1. & begins an alone simulation: aq_;, challenge w
S looks, in the table of f, for j: hi_; = pj.
J exists: Qj = (6’7757,“71/)) = «a
S defines H(pu,a) = w+ 6 and F1_; = w.
Otherwise, it lets F1_; = oo;
2. S asks to >: aq;
As above: Q,; = (B,7,6,1,¢), = «
S and define E; = f(u,a) — 6§, or E; = oo;
) 3. It sends ag and aj to A;

David Pointcheval

A sends the challenges eg and eq;

If (eg,e1) = (Eg, E1) then S defines I =1,
elseitlets I =1 —z.

A answers 3',~', 8", u!, 4,

S checks whether h;y = f(5,+/, ¢,
False: S stops the game;
True: if I =1

then S ends its simulation
else S sends > (e1_7) = (R, S).

).

asks I;
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‘ Properties I

Let us assume that A can perform an (¢,¢+ 1)-forgery
against Signer under a synchronized parallel attack
for ¢ polynomially bounded.

The number of initiated interactions with 2 is equal to ¢.

We denote by A the number of complete interactions with .

1. A cannot distinguish S U X from Signer;

2. The number of valid signatures (w.r.t. f)
is greater than X\ + 1;

3. With probability greater than 1/16, A <log(4/e)

David Pointcheval
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‘ Property 1 I

A cannot distinguish SU X from Signer:

e ag and ajp follow an identical distribution;

e H looks like a random oracle,
except if some (u,«) has yet been asked to f.
This occurs with probability less than Q¢/q;

e the challenge “I"” is equal to 1 P v,
where ¢ € {O, l} and v = [(60,61) = (Eo,El)].
(v is independent of 7).
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‘ Property 2 I

The number of really valid signatures is greater than A+ 1:

e = H(u;, o) # f(piyp)) = S imposed g; = w + 6
Then gpi_ﬁhgi_ﬁy = a/y_w = QUh’U

e cither A received (u,v) from S;
e or A had computed p; and o; from ay~":
with probability greater than 1/q, p; Zu+ 8 = logyh

—> S has simulated everything (otherwise we have log,h).

#{valid signatures} = ¢+ 1 — #{e; # f(uj, )} >L+1—- UL —-X) > 1+ 1.
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‘ Property 3 I

A is logarithmically bounded:

2t = 3. 27 x #{paths with i e}

Then #{paths > s e} < 2¢~5

4
=— Pr[ more than s e |OK] <27 %/¢
\ Help of =X = (eg,e1) # (Eo, E1)
e x 2¢ —> single node (or collision for f).
22=20-1+42"-1+422-1 So Pr|[ less than log(2/e) e |OK] > 1/2.
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‘ Consequences I

e Assumption: A can perform an (¢,¢+ 1)-forgery
against Signer under a synchronized parallel attack
e after ) queries to the random oracle,
e with probability e.

e Consequence: SU A can perform an (A X\ + 1)-forgery
against 2 under a parallel attack
e after ) queries to the random oracle,
e after / initiated interactions
but only A <log(4/e) ended ones
e with probability ¢’ > ¢/16.

As soon as € > 1/P, for any k large enough,
e >e/16 > 4Q 1M /q
Then the DLP can be solved
e with probability greater then Q(1/(logk)?)
e after less than O(logk)Q/e steps.
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‘ Conclusion I

With a kind of cut-and-choose,
we impose the user to play honestly.

A dishonest user will be detected
before it is too late.

We have presented a generic transformation which

e mMmakes secure:
after poly. many synchronized interactions
with poly-log. many attackers.

e lets practical and efficient.
the output signature is an OS signature

This transformation can be adapted

to any other WI-based blind signature schemes.
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