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Abstract. For the two last decades, people have tried to provide practical electronic cash
schemes, with more or less success. Indeed, the most secure ones generally suffer from in-
efficiency, largely due to the use of restrictive blind signatures, on the other hand efficient
schemes often suffer from serious security drawbacks. In this paper, we propose both a new
tool providing scalable anonymity at a low cost, and a new Internet business: “Anonymity
Providers”.

Those “Anonymity Providers” certify re-encrypted data after having been convinced of the
validity of the content, but without knowing anything about this latter. It is a very useful
third party in many applications (e.g. for revocable anonymous electronic cash, where a coin
would be a certified encryption of the user’s identity, such that a Revocation Center, and only
it, can recover this identity, if needed).

With this new tool, each user can get the required anonymity level, depending on the available
time, computation and/or money amounts. Furthermore, the “Anonymity Provider” may be
a new type of business over the Internet, profitable for everybody:

— from the provider point of view as he can charge the service;

— from the user point of view as he can obtain a high level of anonymity at low computational
cost. Moreover, a user who does not require anonymity has no extra computation to
perform.

This technique is quite efficient because of its “optimistic” orientation: in case of honest use,
everything is very efficient. Some slightly more heavy processes have to be performed in case
of fraud detection, but with overwhelming tracing success.

Key Words: Electronic Cash, Revocable Anonymity, Designated Verifier Undeniable Signa-
tures, Optimistic Protocols.

1 Introduction

1.1 Background

Recently, electronic commerce and many other applications over the Internet
have known a growing activity. However, in order to solve security concerns
while providing both flexibility and efficiency, cryptography has a hard task to
perform.

Since the Diffie-Hellman paper [17], introducing the concept of public-key
cryptography, many tools from the material world have been moved to the elec-
tronic one. Among these, most prominently, digital signatures [18,22] to en-
sure authentication and non-repudiation of facts or messages and encryption
schemes [21] to provide confidentiality (instead of using safe-deposit boxes!).
Since the early 80s, Chaum wanted to mimic money [11] and therefore defined
the electronic cash notion, originally based on electronic coins and blind signa-
tures [31,35]. Indeed, this technique helped to define electronic cash schemes
that reached a perfect anonymity of transactions, with unlinkability (between
two transactions of a same user) and untraceability (between the payer and the
payee).

However a crucial problem came from over-spending, which refers to the
situation in which a user spends the same coin two or more times. An inherent
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quality of digital data is that perfect copies are easy to make; therefore such
fraud cannot be avoided, but just detected in the best case. Then, either the
detection is done at the spending time which requires the bank to be on-line, or
the detection is done later. However, what may be done if the coin is completely
anonymous? To address this problem, Chaum, Fiat and Naor [13] used the “cut-
and-choose” technique [36] to embed the identity of the user in the coin in such
a way that this identity remains perfectly concealed after just one spending but
gets revealed after twice.

A new problem later on discovered is the danger of such a perfect anonymity
which allows “perfect crime” [41] (without any risk to be caught). Therefore
revocable anonymity (after just one spending, or even before any spending)
became the new natural approach, giving the control of all privacy issues to a
trusted party. Many such schemes were proposed, based on various cryptographic
primitives: escrow cash [7,20] and restrictive/fair blind signatures [6, 8,9, 37, 38].

1.2 Motivation

Electronic cash is a very crucial topic. However, most of the proposed schemes
just rely on heuristic proofs of security and therefore do not formally prevent
fraud and counterfeit money. Furthermore, the very few provably secure schemes
are either just impractical, or at least very heavy to implement, due to their use
of restrictive blind signatures.

However, tools providing anonymity exist: e.g. the mix-networks [10, 1,24,
26, 2, 25] introduced by Chaum, the “crowds” technique [39] suggested by Reiter
and Rubin, “magic-ink” signatures [30,27] proposed by Jakobsson and Yung,
which are more like blind signatures. Nevertheless they do not seem to solve all
practical issues, from the computational point of view, namely in electronic cash
setting. Then new tools would be welcome.

1.3 Outline of the Paper

This paper provides the new notion of “self-scrambling anonymizer” based on
“homomorphic electronic coins” together with undeniable signatures [14,12,
15,28,32]. It is therefore rather like mix-networks, using re-encryption tech-
niques together with proofs of equivalence of ciphertexts [25,29]. Furthermore,
it supplies the user with both fully-revocable and scalable anonymity for each
coin, depending on the required untraceability and the available computational
power /time.

First, some useful building blocks are reviewed. Then, the security model
is presented, followed by the intuition behind “self-scrambling”, and an infor-
mal presentation of the mechanism. A more technical part follows, with a more
detailed description of the new tool, together with some security arguments.
Finally, we present a candidate based on the famous El Gamal [18] encryption
scheme. The security is then proven relative to the Decisional Diffie-Hellman
problem [17, 5].



2 Some Building Blocks

Before any technical development, let us review a few well-known cryptographic
primitives which will be used in the following.

2.1 Encryption and Semantic Security

To provide anonymity, we will use a public-key encryption scheme with the
semantic security notion [21]. The following definitions use some classical nota-
tions, but the reader is referred to [3] for more details.

Definition 1 (Encryption Scheme). An Encryption Scheme consists of three
algorithms: the key generation algorithm I which outputs random pairs of secret
and public keys (sk, pk), the encryption algorithm & (pk, m; r) which encrypts any
message m using a given random tape r and the decryption algorithm D(sk, c)
which inverts the encryption ¢ getting back the plaintext.

Definition 2 (Semantic Security). An encryption scheme (K,&,D) is said
Semantically Secure if given the encryption of one of two chosen messages, the
attacker cannot guess the corresponding plaintext. More formally, for any at-

tacker A = (A;, Ay),

(Skv pk) — IC’ (mOv ml) — Al(pk) . . .
R R : Ag(c) = b| is negligible.

b—{0,1},7 — {0,1}*, ¢ «— E(pk, my; 1)

Ezxample 3. A well-known example is the El Gamal encryption scheme [18]: For

a given generator g of a group G, y = ¢* is a public key, associated to x.

— The encryption algorithm works as follows:
E(y,m;r)=(g",y" xm) form € G and r il Zord(g)-
— The decryption a given ciphertext (a,b) is just m = b/a”.

2.2 Signature Scheme

In any public key infrastructure, one needs a signature scheme, at least to certify
public data, but also objects, messages or facts. For electronic cash, it is needed
to certify coins.

Definition 4 (Signature Scheme). A Signature Scheme consists of three al-
gorithms:

— the key generation algorithm KC which outputs random pairs of secret and
public keys (sk, pk).

— the signature algorithm S(sk,m) which, on input a message m, returns a
valid signature s on it.

— the wverification algorithm V(pk,m, s) which, on input the message m and a
signature s, checks whether s is a valid signature or not.

In the following, we will require a secure signature scheme, in the strongest
sense: impossibility of an existential forgery even under chosen-message attacks.



4

Definition 5 (Secure Signature Scheme). A Signature Scheme (KC,S,V) is
said secure if any attacker A cannot perform an existential forgery even in an
adaptively chosen-message scenario [22], but with a negligible probability: even
if the attacker has access to a signer oracle, it cannot produce a valid signature
on a new message.

To remain with discrete-log based cryptographic schemes, one can think to the
Schnorr-like schemes [40] which derive from interactive zero-knowledge proofs “a
la Fiat—Shamir” [19, 34, 35]. Indeed, they have been proven secure in the random
oracle model [4].

2.3 Designated Verifier Undeniable Signatures

When one uses interactive zero-knowledge proofs, it just convinces the on-line
verifier. But the verifier may want to be able to transfer his conviction, with the
help of the prover, so that the prover cannot deny his former proof:

Definition 6 (Undeniable Proof Scheme). An Undeniable Proof Scheme
consists of the following algorithms:

— the key generation algorithm /C which outputs random pairs of secret and
public keys (sk, pk).

— the proof algorithm P(sk,m) which, on input a fact m, returns an “undeni-
able signature” s on m.

However this proof “s” does not convince anybody by itself. To get convinced
of the validity of the pair (m, s), relatively to the public key pk, one has to
interact with the owner of the secret key sk:

— the confirmation process Confirmation(sk, pk,m, s) which is an interactive
protocol between the signer and the verifier, where the prover (the signer)
tries to convince the validity of the pair (m, s).

— the disavowal process Disavowal(sk, pk, m, s) which is an interactive protocol
between the signer and the verifier, where the prover (the signer) tries to
convince that the pair (m,s) is not valid (i.e. has not been produced by
him).

Both confirmation and disavowal processes are exclusive, which means that the
prover cannot succeed in both with non-negligible probability: if he has really
produced the signature s, he will be able to confirm but not to deny, and vice-
versa.

As any interactive process, confirmation and disavowal can be turned into
non-interactive ones, using the Fiat-Shamir’s heuristic [19]. But then, after a
confirmation, the signature can convince anybody. One way to avoid that is to
use a designated verifier non-interactive proof where the verifier is the only one
to be convinced as he could have produced it.

Many undeniable proofs exist in the literature [14,12,15,32|, with various
integrations into large applications [23]. Furthermore, some general conversions
provides designated verifier signatures [28].



3 Security Model

To provide a clear security model, even if the new notion can be suitable to many
other applications, in the following we focus on electronic cash concerns. More
precisely, as presented in the introduction, we will formalize the requirements
for revocable anonymous electronic cash.

First we introduce the participants. Then we precise the communication
model. Thereafter we define the anonymity requirements and the expected spec-
ifications for the revocation mechanism. Finally, we precise the diagram of trust.

3.1 Participants

In a classical payment scenario, three people are involved: the bank, the user
(a.k.a. consumer) and the shop. The consumer withdraws money from his ac-
count in the bank, then he can spend it in the shop who finally deposits it on
his own account at the bank.

To satisfy the anonymity properties, some third parties will be involved in
our scenario:

— some “Anonymity Providers” (APs in short) will help the user to make
transactions anonymous;

— a “Revocation Center” (RC in short) will have the ability to get back the
identity of a frauder from a coin or a transaction.

As in any public-key setting, each participant possesses a public-secret key
pair certified by a trusted-authority we will not consider anymore. Therefore, we
can identify the identity of a participant with his public key. The secret keys of
the bank and anonymity providers will be used to certify coins, while the public
keys will be involved in the verification process.

3.2 Communication Model

In all the following, no assumption is made about the network, or more formally
about the communication channels: any communication is publicly available to
anybody. However, we will assume, as usual, that any exchange of data is done
in a fair way: when the user correctly asks for a withdrawal to the bank, the
bank returns a coin; when the user has paid for a service to a shop, he really
receives the service, etc.

3.3 Anonymity

In large scale electronic transaction systems, many informations can be learned
about users. More precisely, huge databases about personal profiles could be
built. Then anonymity in this domain has been considered as a crucial prop-
erty [10]. Therefore, two notions of anonymity have been identified:

— unlinkability, which refers to the inability for anyone to link two transactions
performed by a same user;



— untraceability, which refers to the inability for anyone to match a transaction
with a user.

Furthermore, about such links, two levels of anonymity can be considered:

— strong anonymity: nobody can guess the link, but with negligible probability;
— weak anonymity: some people may know the link, however they are unable
to prove it, but with negligible probability.

For example, in our proposal, we will see that strong anonymity is achieved
as soon as one participant in the following long list: bank, APs, shop, is hon-
est. Otherwise, only one AP, even a dishonest one, is enough to provide weak
anonymity.

3.4 Revokability

To avoid frauds mentioned in the introduction, induced by perfect anonymity, a
possible revocation of anonymity has become a basic requirement to electronic-
cash schemes. This means that, when the need arises (with fraud evidences) a
third-party (the Revocation Center) can recover the link between a payment
and a withdrawal (and therefore the user), and prove the validity of this link to
anybody.

3.5 Diagram of Trust

About personal informations, nobody trusts nobody else for the use or abuse
that can be made with them. For example, the bank could get profit from some
relevant information about users: what he reads, where he buys bred, etc.

It is clear that the RC will have to be trusted, for the anonymity concerns,
since he can trace any transaction. However, in case of fraud, his revealed infor-
mations should not be trusted by a judge, without any proof of validity, as he
may want to protect someone.

All the other participants (the bank, the APs and the shop) cannot be
trusted. Therefore, we want them (any group of them) not to be able to re-
veal and prove a link between a user and a transaction.

4 Intuition

With the model described above, one may attempt to informally present a new
candidate to provide anonymity, we will call “self-scrambling anonymizer”.

4.1 Withdrawal

As usual, a revocable-anonymous coin is a certified message, which embeds the
user’s public key. In our setting, the message is simply an encryption of this user’s
public key (pk,), using the public key of the RC (pk,.). Using the encryption
of the user’s identity as electronic coin has already been done by Camenisch et
al. [8]. Tt is very convenient for anonymity revocation since the identity of the



The user/consumer
The bank

1. computes an encryption
¢ = E(pkgc, pky;r) of his public key pky
with the random r,

2. produces a signature
o = S(sku, (pky,r,c)) on it

3. sends the triple (pky,r, o) to the bank.

1. recovers ¢ = E(pkgg, pky; ),
2. checks the signature o
3. returns a certificate Cert. on c.

The coin consists of the pair (c, Cert.).

Fig. 1. Withdrawal

owner of a coin involved in a fraudulent transaction can be easily recovered by
the RC, using its secret key.

But instead of using intricate zero-knowledge proofs to convince the bank
of the validity of the encryption, the user shows everything to the bank (the
public key and the random coins used for the encryption, see Figure 1), and
even signs it. So that the bank certifies the encryption with full confidence.
Then, the resulting coin will be used without any further modification, such as
heavy (restrictive) blinding processes.

4.2 Anonymity Process

But then, where is anonymity? Indeed, the bank knows the coin and can easily
trace any transaction performed through its use, and convince anyone of the
validity of this information, by providing the construction of the ciphertext.
Then, appear the “Anonymity Providers” who will help the user to make this
coin anonymous: the user can derive a new encryption ¢ of his identity (thus
“self-scrambling”) in an indistinguishable way. However, since he gets a new
ciphertext ¢, he needs a new certificate. An AP can provide this new certificate.
But before certifying ¢ he requires both the previous coin (¢, Cert.) and the
proof of equivalence between the two ciphertexts.

1. From the old coin (c, Cert.), the user derives a new encryption of his identity ¢’.
2. He provides both the old coin and the proof that ¢ and ¢’ encrypt the same public key.
3. Then he receives a certificate Cert.s on ¢’, from the AP.

Fig. 2. Anonymity Process (first sketch)

4.3 Security, Anonymity and Revokability

By now, the greatest problems appear: how can one be ensured anonymity,
without any risk of fraud?

— On the one hand, one wants to avoid traceability of coins, and at least
achieve weak anonymity. To address this problem, we use a proof technique
that just convinces the involved AP, in a “non-transferable” way. Thanks to
this “designated verifier” proof, this latter is unable to convince anyone else
with the resulting transcript of the proof.



— On the other hand, the user owns two coins which represent the same money
(the old and the new coins), but can exchange or spend both of them, which
results in an over-spending! To cover himself, the AP needs to be able to
prove that he gave a coin for another coin, so that the fraud might only
have been performed by the user. To allow that, the previous “designated
verifier” proof must furthermore be “undeniable” by the owner of the coin:
if the AP asks the user to confirm the transcript he holds, the user cannot
deny. However, if the AP has produced by himself a wrong transcript, the
user will be able to deny it.

As a consequence, the proof of equivalence between the two ciphertexts is
done using a “designated verifier undeniable signature” [28] which first just
convinces the AP, in a non-transferable way. But the user won’t be able to deny
later this transcript.

4.4 Anonymity Provider: Self-Scrambling Anonymizer

With the above definitions, one can outline the process of a “self-scrambling
anonymizer” (see Figure 3). We just assume that the user owns a valid coin
¢ = E(pkye, Pky; y) with its certificate Cert,., which guarantees correct withdrawal
from the bank, and therefore a possible revocation. At the end of the process,
he owns a new valid coin, ¢ = E(pkg, pky; ¥y + t) with its certificate Cert, .

1. The user re-encrypts the coin ¢ into ¢’ = £(pkge, Pky;y + t)

2. The user provides an undeniable signature s, using c as a public key associated with
the secret key (sku,y), of the equivalence between ¢ and ¢’. This latter equivalence is
guaranteed by the existence of .

The user confirms the validity of this signature s to the AP (and only him).

4. The AP certifies the new coin ¢’ and sends Cert,s to the user.

@

Fig. 3. Self-Scrambling Anonymizer

This validity of this process is quite obvious. Indeed, after steps 2 and 3, the
AP is convinced of that

— the conversion has been performed by the owner of the coin ¢;
— ¢ is equivalent to c.
— the owner of ¢ won’t be able to deny later s (the relation between ¢ and ¢’);

4.5 Spending and Deposit

When a user possesses a coin (anonymous or not), he can simply spend it by
proving he really owns it: he proves his knowledge of the secret key (sky,y)
associated to the public key ¢ = £(pky,., pk,; ¥). This proof is a signature related
to the purchase which will also convince the bank when the shop deposits the
coin.



5 A Practical Example

To illustrate the efficiency and even practicability of such a “self-scrambling
anonymizer”, we give an example where anonymity is based on the decisional
Diffie-Hellman problem [5].

In what follows, H always denotes a hash function, assumed to behave like
an ideal random function [4]. We begin with the structure of a coin, based on the
El Gamal’s encryption. Then, we describe how one can prove his ownership of a
coin. Finally, we describe an efficient undeniable proof of equivalence of coins. In
the discrete logarithm setting, many such proofs has been proposed. But since
we want an optimistic-oriented scheme, we focus on an efficient protocol for the
confirmation. Indeed, the disavowal process is only needed in case of dispute.

5.1 El Gamal Encryption

As we have already seen, the El Gamal’s encryption scheme [18] is a public key
encryption scheme which meets the semantic security. Let us briefly recall it, see
on Figure 4.

— The system needs a group G of order ¢, and a generator g.
The secret key is an element X € Z, and the public key is Y = g*~.

— For any message m € G, c=E(Y,m;r) = (¢",Y"m), for r & Z,.

— For any ciphertext ¢ = (a,b), m = D(X, ¢) = b/a™.

Fig. 4. El Gamal Encryption Scheme

5.2 Proof of Ownership of a Coin

Let us assume that Y is the public key of the Revocation Center, and I = ¢*
the identity of a user. A coin is an encryption of I: ¢ = (a = ¢g",b = Y"I) which
is afterwards certified by the bank. With the certificate of the bank, one knows
that the encryption is valid. Therefore, in order to prove his ownership, the user
has just to convince of his knowledge of (z,7) such that b = Y"¢*. This can be
done using another signature scheme proposed by Okamoto [33] and recalled on
Figure 5.

— The prover chooses random k, s € Z4 and computes t = Ykg®
— he produces a challenge, depending on the message m: e = H(m,t)
— he then computes u = kK — remod g and v = s — xemod q.
— The signature finally consists of the triple (e, u, v).
— In order to verify it, one has just to compute t' = Y*g"b*
and check whether e = H(m,t") or not.

Fig. 5. Proof of Validity of a coin ¢ = Y"g"

Then, a scrambled coin is simply got by multiplying both parts of the old
one by respective bases, g and Y, put at a same random exponent p:

C/ = (CI,I = gpa, bl = Ypb) = (gTer, Yr+p[).
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Then, if the owner of the old coin has certified (relative to the public key c)
the message m = h”, equivalence of both coins can be proven with the proof of
equivalence of three discrete logarithms

log;, m = log,(a’/a) = logy (V'/b).

This can be efficiently done, interactively, using the protocol presented below
on Figure 6, or in a non-interactive way, using the protocol presented on Figure 7,
where the value iy = ¢*V is the public key of the designated verifier, the AP.

5.3 Proof of Equality of Many Discrete Logarithms

Let us review the classical protocol used to prove the equality of many discrete
logarithms in a zero-knowledge way. A group G is given with k + 1 independent
generators g, hq, ..., hy (which means that nobody knows the relative discrete
logarithms) of order g.

The prover owns a pair (x,y = ¢*), and wants to prove that for some z;
in G, fori =1,...,k, z = h¥ (with the same x as above) without revealing
x. This can be done using the interactive zero-knowledge protocol presented on
Figure 6, which is clearly designated-verifier, as any interactive zero-knowledge
proof, thanks to the simulatability of the transcript. We insist on the fact that
the interactive protocol needs to be zero-knowledge in the strong sense, not only
against honest verifiers: the challenge must be of fixed short length while the
protocol has to be iterated to reach a level of security.

1. the prover chooses a random value v € Z,
computes b = ¢g* and ¢; = hj’
and sends d = H(b, c1,...,ck) to the prover.
2. the verifier chooses a random challenge e € {0, ...,2°} and sends it to the prover.
3. the prover computes f = u — zxemodq
and sends f to the verifier.
4. the verifier checks that

d=H(g'y", {5, ... hizp).

Fig. 6. Zero-Knowledge Proof of Equality of Discrete Logarithms

On figure 7, is presented the non-interactive version which is turned into a
designated-verifier signature thanks to the trapdoor-commitment [28] which can
be opened in any way by the verifier who knows the discrete logarithm xy of yy
relatively to g.

This provides a designated verifier non-interactive proof. Indeed, the verifier
is convinced of the equality of many discrete logarithms, but since he could have
opened the commitment a in any way he wanted, thanks to the knowledge of
the discrete logarithm of yy in the basis g, such a proof cannot convince anyone
else.
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1. the prover chooses random values u,v,w € Z4
and computes a = g“yy
b=g¢g" and ¢; = h}
e= H(a,b,c1,...,cxk)
f=u—z(e+w)modgq
the signature consists of the tuple (e, f,w,v).
2. the verifier checks that

e = Hig"yb, o'y " b=, W),

Fig. 7. Designated-Verifier NIZK Proof of Equality of Discrete Logarithms

6 A Complete Description: an Electronic Cash Scheme

6.1 Description

This candidate provides a very simple electronic cash scheme with revocable

anonymity. Let us assume g and h to be independent elements in G of order q.
The RC public key is Y = g¥.

1. Registration: The user chooses a secret key € Z, and publishes I = ¢,
which is then certified by a Certification Authority, Cert;, after verification
of ID card or driving license.

2. Withdrawal: The user I = ¢* constructs a coin ¢ = (a = ¢",b = Y"I),
using the public key Y of the Revocation Center. He also signs ¢ together
with the date, using his private key x and a Schnorr signature [40]. He
sends both to the bank together with r, [ and Cert;. Then the bank can
check both the validity of I (with the signature of the coin and the date,
only the legitimate user could have done it) and the correct encryption, so
that the RC can revoke anonymity at anytime. After having modified the
user’s account, the bank sends back a certificate Cert.. The user just has
to remember r and Cert., which is just 50-bytes long (or even less if r is
pseudo-randomly generated).

3. Self-Scrambling Anonymizer: To get some anonymity, the user contacts

any AP.
— The user chooses a random p and “self-scrambles” the coin:

d = (d =gPa,l/ =YPb).

— He produces a signature S = (e,u,v) = S((r,z),m) on m = h” using
the secret key (r,x) related to the public one b = Y"¢" (extracted from
the coin ¢) as shown on Figure 5.

Remark 7. Because of S, the user (the owner of ¢) won’t be able to deny
later his knowledge of p. Furthermore, nobody can impersonate the user
at this step, even the RC, since the discrete logarithm x of I is required
to produce a valid signature (no existential forgery).

— He also provides a designated-verifier proof (using either the simple in-
teractive zero-knowledge proof or the non-interactive one using the AP’s
public key yy, as shown on Figure 7) of equality of discrete logarithms
DV P = (e, f,w,v),

log;, m = log,(a’/a) = logy (V'/b).
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— He finally sends ¢ = (a, b), Cert.,d = (a/,V/),m, S and DV P to the AP.
— The AP checks the certificate Cert. on ¢, the validity of the signature

S on the message m using the public key b (which consists in the test
e = H(m,Y"g"b%)), and the validity of DV P:

H(g"yy, WM met, g/ (d Ja) ™, Y (1 /b)t*) £ emod .
He then certifies ¢’ and sends back this certificate, Cert./, to the user.

Remark 8. After this just 2-round process the user gets a new certified coin
{d = (g"t",Y"*rI), Cert,} which is now strongly anonymous from the point
of view of the bank (or any previous AP). The user can then erase the old coin
and put (r+p, Cert) instead, keeping also p somewhere since he has certified
his knowledge of it. Therefore, his space requirement just increases by 20
bytes at each anonymity step (or less if p is pseudo-randomly generated).
On the other hand, AP has to keep (¢, ', m,S) to be able to prove the link
between ¢ and ¢’, with the help of the user. Whereas DV P cannot help him
to convince anyone.

4. Spending: When the user wants to spend a coin, he just gives it together
with a signature S = (e, u,v) of the purchase, date, etc, with the secret key
associated to the coin (which proves the ownership of the coin) to the payee.

5. Revocation: If a coin is used twice or more (spent or made anonymous),

which can be proven by showing two different signatures S and S’ involving
this coin, identity I can easily be recovered by the RC, simply decrypting
the coin c.
If the user refutes the revealed identity, the RC can prove the value of the
identity embedded in the considered coin. Since the owner of the coin (the
guy who’s identity is embedded in the coin) has been able to produce the
signature, this proves the identity of the bad guy.

6.2 Security Concerns

Anonymity. First, one can see that weak anonymity is obtained after the use
of just one AP. Indeed, this AP knows the relation between the two coins (and
only him), but he cannot prove it. The proof he got was just for him and cannot
convince anyone else.

However, he “knows” the link and can reveal it. And this may annoy some
people who would like strong anonymity. Therefore, they can make use of many
other APs. Just one honest AP (who does not reveal the links he knows) is
enough for strong anonymity. Indeed, all the APs and the bank must cooperate
to trace a transaction.

Therefore, a high level of anonymity can be obtained with few APs. However,
for efficiency concern, if some transactions do not require such an anonymity,
the user can directly spend the coin obtained from the bank.
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Impersonation. As already seen, the secret key = of a user is never revealed,
but only used in some signatures or zero-knowledge proofs. Any user is therefore
protected against any impersonation, even from a collusion of the bank, the APs
and even the RC, since this secret key is required in any transaction, to certify
the ownership.

Forgery. Because of the security of the signature used to certify a coin, coun-
terfeit money is infeasible for any user.

However, any AP has the ability to create money. To avoid such a forgery
from the APs, they can be seen as middlemen: an AP sends a new coin ¢’ against
another coin c¢. And then, he asks money for ¢ to the provider of ¢ (the provider
of ¢ does the same thing, and so on, up to the bank).

If an AP cooperates with a user and certifies more coins than he receives, he
will be asked for more money than he received. He will pay for the user, since
he won’t be able to show the original coin linked to this suspected one, with the
undeniable signature from the user.

Fraud Detection. Thanks to this structure using APs as middlemen, an over-
spending can be easily detected: if a user tries to anonymize one coin ¢ twice (to
obtain two new ones), the provider of ¢ will be asked money twice for the same
coin c. The fraud will be detected and proved with two signatures from the user.

Thanks to the undeniable signature, the successive coins, anonymously gen-
erated from the fraudulent ones, can be traced.

Privacy Revocation. As usual a revocable anonymous e-cash scheme requires

— Payment-based tracing: upon over-spending, proven by many uses of a same
coin, the RC can recover (and prove) the identity I of the fraudulent guy.

— Withdrawal-based tracing: if a user has been forced to give some coins, to a
criminal, he just reveals these coins, which will be blacklisted. If some secret
information has been stolen (for example the secret key), this information
can be made public to help anybody to refuse any transaction performed
with this secret.

6.3 Improvements

This scheme admits many variations to improve both efficiency and security,
and then to make it more realistic.

Security. Let us first consider the security. To enhance it, one can use a dis-
tributed RC which runs a threshold cryptosystem [16]. Then, anonymity won’t
be revoked with a one-man’s decision.

Efficiency. This scheme is already very efficient, since each “self-scrambling
anonymizer” phase only requires 10 exponentiations from the user point of view
and 11 from the AP’s point of view.
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If we consider any AP as a middleman which gives a new coin for an old one,
he can also gives many smaller new ones for an old one, which is slightly more
efficient than getting many small coins from the bank and asking to the AP to
anonymize each of them.

Profitability. To make such a frame realistic, the AP business must be prof-
itable: for example, he can give back coins of just 99.9% the value of the old one,
and keeps the rest as profit.

Therefore, a user is charged for anonymity. The more anonymity he wants,
the more he is charged. The profitability of this business makes it realistic:
anonymity has a price which has to be paid just by people who want it (and not
by the banks which do not really need/want it).

7 Conclusion

In this paper, we have proposed a new tool to provide revocable and scalable
anonymity at no risk for the user. The scalability of this scheme makes it quite
efficient: just the user who wants anonymity has to pay the computational cost.
Furthermore, this “Self-Scrambling Anonymity” process can be performed with
the help of an “Anonymity Provider” who can also financially charge the user.
This may become a new profitable business.

Moreover, we hope that our “self-scrambling anonymizer” tool may have
other applications, because of its flexibility and efficiency, anywhere anonymity
is required.
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