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Description:

The majority of social networks (like Facebook, Linkedln, etc) provide control
functions to limit the visibility of certain data (such as friend list, wall posts and
images) to a specific user group. To get online social activities with greater
confidence and less risk, it is imperative to devise tools that allow users to control
themselves the usages that their data can be destined to. These tools assist users
to detect and minimize the dissemination and use of personal information.

The objective of this internship is to contribute to the design of an environment for
monitoring interactions in social networks based on user defined privacy
requirements. This environment is expected to have the following functionalities:

1. Detection of privacy vulnerabilities

Privacy risks may appear either directly after online data publication (e.g. finding a
user's phone number within a wall post) or indirectly through an inference of
private information (e.g. deducing sexual orientation from some friendship
relations). In this part, we will propose a methodology for characterizing and
building direct and indirect attacks. For direct attacks, given a user target, we will
provide efficient algorithms for crawling a social sub-graph in order to fix a subset
of attributes. Since indirect attacks allow extracting information not explicitly
stated in user profiles, we will combine algorithmic and statistical approaches to
infer data with high probability.

2. Protection against privacy vulnerabilities

When privacy vulnerability is detected, it may arise from one or several users
linked by friendship relations. To eliminate or minimize privacy vulnerabilities, we
plan to explore two trade-off techniques. The first one must combine optimally two
possible actions: (a) hiding sensitive attributes (such as home address, email
address and phone number) and (b) not disclosing some friends to others. Besides
a binary logic (publish or hide), the second technique enables us to change the
semantics of the published information in such a way it becomes less accurate (or
noised). This technique has to adapt some anonymization methods [1, 2] (used for
offline publication) for online user interactions.
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